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A novel GNSS spoofing interference detection technology based on SQM

DENG Min'?, LIAO Xinlu!, GUO Yingying', YAO Zhiqgiang'

(1. School of Automation and Electronic Information, Xiangtan University, Hunan Province Key Laboratory

of Credible Intelligent Navigation and Positioning, Xiangtan 411105, China; 2. Hunan National
Center for Applied Mathematics in Hunan, Xiangtan 411105, China)

Abstract: The Global Navigation Satellite System (GNSS) plays a strategic role in positioning,

navigation, and timing in infrastructure application. Given the characteristics of GNSS signals such as

extremely low landing power and transparent civil code structure, civil satellite signals are extremely
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vulnerable to interference and spoofing attacks, which makes GNSS suffer from serious interference
problems. In this paper, to address the problems of low detection probability and poor reliability of traditional
SQM (signal quality monitoring) detection quantities, we propose a new type of SQM detection quantities
without the carrier phase information of tracking loop. Then, the metric values are moving averaged to reduce
the effect of abnormal fluctuation value on the false alarm probability. Besides, the statistical distribution
characteristic of the proposed metric is derived. The computation threshold and measurement threshold
without a priori information are set up. The proposed method can avoid the failure detection when the relative
carrier phases of spoofing and authorized satellite navigation signal are integer multiples of m. The
comparison experimental results based on the public database with real measured signals of TEXBAT (texas
spoofing test battery) show that the proposed algorithm is able to detect spoofing attacks with better accuracy
in a shorter time under different real signal scenarios. The research results are valuable for the development of
anti-spoofing communication devices in the future to improve the detection performance effectively without
making large-scale changes to the hardware structure of the receiver.

Keywords: GNSS; spoofing detection; spoofing attack; SQM detection metric; measurement threshold
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Consistency deception detection technique for GNSS/INS based on
open-closed-loop alternation

CHENG Yuyang, PENG Xinzhi, FENG Fan, XU Yiyu, YUAN Xuelin, ZHU Xiangwei

(School of Electronics and Information Technology, Sun Yat-Sen University,
Shenzhen 518107, China)

Abstract: The Global Navigation Satellite System (GNSS) and inertial navigation system (INS) are
widely used in fields such as vehicles and drones. However, GNSS receivers are susceptible to deceptive
signals. Therefore, this paper proposes a consistency deception detection technique using INS observations.
Inertial devices have the characteristics of being less susceptible to deceptive signal interference and prone to
cumulative errors. By alternately feeding back estimated errors in an open-closed loop manner, a GNSS/INS
integrated navigation system is constructed. During the open-loop period, a deception detection window is
established, and the consistency between the statistical detection measurements of the inertial device,
acceleration, and angular velocity obtained from GNSS is evaluated to determine the presence of deception.
Experimental results demonstrate that with a window time of 70 s, the detection probability reaches 99.2%
while the false alarm probability is 5.2%.

Keywords: INS; GNSS; deception detection; consistency detection; open-closed-loop
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