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% NTP A R 9 &2 24 i AN, 1 507 ZExd i s
WL, RINH B AL T B ZHC A 100~200 bit,
BUE L R S35 & st (R 25 S5 R fE). H
BT, DL PR A R e 4 H s R B k.
1.1  MD5

THEIHESE D (MD) Hh i) MDS 52— Hash
PRI, HLL 512 bit 44l AN AM(E B, HA—5
BN R 16 4~ 32 bit T434 . 25— R FI b
R, Bk B B 4 A4S 32 bit 44 A, X 4
32 bit S HIR A > 128 bit HLSI{A.

MDS5 35 1 55 — 25 2 BRI 3 70 500 K . 2
WISCKE RN K, A

K mod 512 # 448. (1)

T LAE M AW SOR IS 1 f A 0, A S )
Bl KR L,,, W
L,=Nx512+448. ©)

5 IO RE B, 1355 M 64 bit, AL
it E 7T HBCE S B, I A SR R A e Sy Bl K
LS 512 s

8 =X MD5 BE R R AE. R 44 32
bit 4% . 4=67 452 301, B=EFCDABS89, C=98BAD-
CFE, D=10325 476, LA} 4 K45

F(b,c.d)=(bAc)V(bAd),

G(b.c.d)=(bAd)V(cAd),

)
H(b,c,d)=b&cad,

I(b.c.d)=co(bvd).

KX, a.b.c.d HTFZ%AH A.B. C. D, TEARIN
B AR IR, RIS — T 2N A4 3 o, B 5
b, C % ¢, D 8| d, N5 4 I IR IS i Ry b —4r 4
iz Ea R, MA=a,B=b,C=c,D=d, D).
SALIET 4 e EIsE, BARHET 16 BRI, It
T 64 IR, S Hi th 25 R GIPAT B B 2L

B T R A B e S, (AR RIS B B S
FHE S SO LF- S AN AT A7 10 H X FAS A g B e, e
B S 238 SN [], PRI I AT LA T 56 iE 0 4 SR e 3
P, BB A A A e R v a2 B B, B AT DA
5 HIH B 2k By 1R e Gk
1.2 SHA-1

SHA-1 H 36 F E Zhnifl 5H AR =2 (NIST) FilsE
5% 4 )R (NSA) 2L[A] i A& 1. SHA-1 $i A B

16 2% DL, it i S 2 B 160 bit, R
il MDS5 LB AL, BN FEGR, T 3 24
I HR A A

SHA-1 55— . —#K43 Al MD5 Bk, # R 5E
B 1 64 bit B, BE1HE] 512 55K
FERTH .

SHA-1 Ji5 22553k [R] #3422 B 512 bit < B2 iE 17 4b
L, MRS 32 bit BYEEEUHAL T MDS5 k2 —4
E=C3D2EIFO0, Hij PUAAH R, 524 512 bit B3k
16 3, Bkt 4 48, 48 20 20, KRttt 80 1k,
&K A R R, R I T
MDS5 il SHA-1 8.3k, 3 1 aJ 1, MD5 B k=41
TH R, SRR /D, ROR T, {HJ2 SHA-
1 B I 28 A ARG B g 12 AR U, T 280 L A
BB LR PR, XTI AR NTP X 8 2% 18
I EAE 2 (A S E A L.

=1 MD5 B XF0 SHA-1 Bikxttt

FHIE MDsHik  SHA-15k
TH BT E A /bit 128 160
e E CIRERSS LTt V(T 264 280
Lite UL/ 4 4
EAUAEL 64 80

1.3 ETHEHEN NTP B

I B LA NTP, 52825 B W RERT . &
FeBE R E. Bl T NTP OCHEAE T R
WERRPE, DGR T 0T 4 A B8 HUA A1, A S R X
NTP SCH5F B AR D,
131 Hkk®E

LRI T BB NTP Bk JEH . &
Ui B e 38 NTP 35 R 30, 781 546 i SO A 53
IR BN A WSIMEALR, %I B NTP
J B iSRG 1 NTP 3R A & 3% 45 IR 95 4 i NTP iz
F AR WENL G, B S IR AR ST A A i AR BT
BIHEE B XTI A Al B, A ARAE, WK IR SCAEAG
fi 3o TR T R A2 BB R, IR 55 DU R R [ 5 o A 1
NTP i i A % 5 P o S B 2% 7 st %o 22 A0 79 90 B 4
BCMA TR E D AR5, AN 17
][R5, AN T30 0, BT [ 25 IR 55

€ 2 i NTP JRARIC 48 B, fin_EHAbAI35 4 90 B,
L, T2 NTP ALIE FEAMC A AL 512 bit.
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5.t F Hash S0 AE AR/ MRS (i 7545 [ S 0 4
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Message Digest
3 NTPHiEEEN
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i
S i Tt 0k 7 — |
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L

4 BMEHSHETETRIE

Bt AT
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1.3.2
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PRI, 2 P ity S8 7R FIR 5 28 i o7 500 0 1 o i) 2
1. BT SEBR M 285 1430 B DL SN [RS8 6 Tk a8 B
PR R RS, SEPRAY NTP R PERE T fE SR %
A ZLE W) LT k. R EPE 43T MDS Fll SHA-1
SAVEAE NTP [6) 20 o A v it i) S B .

2 AR
21 EFIREERIE

BIEITE Windows -5 FHUT, 1BS b C+H+. &
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0

)

JFHIH] MD5 i SHA-1 B840 5 8 62 Hash J5 7153
e SCHHEE. 3X BL%) Hash 43 & X AT 48 B 19 NTP %4 4%
AN B DL SR PR B L 128 bit F AT AREE, 33X
TR 2 B b R R ) DGR % P A
B, SR SCH R MR 6 25 IR 55 A1 IR S5
M. BERE SFREIT R T, B SFRER R F T, W& P
Uiy HE R A AR B, /N T O B R AL, IR A
TR SO L. 7 AHSE, WIHEFTa [R] [, [RIEH A7

= | IS E s 22 A H S
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o
R YCEINTPIR 2
TH ST AR
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= ST
12 58 57 21
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D HED=R RS
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iElEES KK AL
(a) % F i (b) M5 2%

6 HiEmiE
22 MRE=[ELERE
JIR 55 5 iig 145G #E A7 Socket Wi T UDP % 11 123,
TN R A S5 A 50 A v P T LA 2, 5 F S D o
AHEFR], 4T FEHE T, A Ty, 355853 MD5 1 SHA-1
SR AL B i AT Hash. 75 20 19 T4 B 2
BFFAE NTP ) J5 Fa i NTP W 0 4 S 5 25 % 7 i

3 SRR

&t RSS2 P B PC LI T, Hoh AR5 4%
CPU i i5 )\ FR%1, £ 1.60 GHz, & F' iy CPU
i5 AR, F45 2.20 GHz, HI7E Windows T [A]—
AR BR I , HE R R 72 Mibit/s. SERG IR BR T g
SRR A ] 7, oA 100 ms, IfaIFE 1 s — Wk Rk 45
v AL AL K OB AR U I Hash (19 NTP B3LFR A
Original, Xf5£%% NTP 43 Hash f8 754> Kk & MD5
SR SHA-1 34032, i %) Bisf 1] BB LAY Hash 392 Pk
4 Simple 25 SEERILXT L THE 1 000 ¥R % 7 S (4 S 1]
[l hELG NTP,MDS . MD5_Simple, SHA-1,SHA-1_
Simple 5 VAT BYSL S A, SEIAE R ANE 7 s,
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100 16
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-20 f& 4
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0.30 — MD5
MDS5_Simple
= 0.25 — SHA-1 i
£ — SHA-1_Simple T2 AREZESGITHIEXTE ms
B o
g 05 Bk A S5y Ay 2 bm i
=010 N
JRIAENTP 9.538 0 32951
0.05 |
0 . . . . . . MD5 10.004 0 3.926 2
0 10 20 30 40 50 60 70 80 90 100 _
—_— MD5_Simple 9.9850 3.6397
(c) iy AR 22 13 PR KK SHA-1 13.1920 4789 0
o0 — JRIANTP SHA-1_Simple 10.6310 44627
025 — MD5
MDS5_Simple
=020 f — SHATL Simp
g it H 1] 8~9 F1FE 2 Xt 1 000 YR ) 4645 S aa(E
o015 . ) -
R oo AL, RSN Hash 253259 NTP H TS A 2545
+= 0. r . N
= 0os | WE2ZE T /N, I IESEFEATE 10 ms DL, B 22 b5 22
P /. B[R] 25 K5 BE 4 3~ 6ms. Ml T MDS B &1
~50 —40 =30 =20 =10 0 10 20 30 40 50 NTP A ZES(EAE 8~13 ms, BF ZFRIEZETE 2~7 ms
I} 22 /ms NN N
[P 3. BT SHA-1 5951 NTP B ZE¥{ETE 11~
(d) B 2555 5 PR AL

E7 BELER

ML RN, 5 FPEIE AR IES 35 /N 50 ms,
B 2% 236 FEAE 3o YR N, HL A 1 RS rT LA
F i, BHE FEAETBLE 10 ms, B 22 0] EEEF/NT
5 ms. [FEF AT LAIE B, SRR SHA-1 1Y SE 5025 R AT
JE RIS 2 (BB TR, T TG S 4B RIS 24 (1 B2 T 458
7000, IRl 8~9 Fgk 2 FiR.

16 ms, B} ZHrMEZELE 3~8 ms. HILFE Y, Hash 327k
FESEBR R 28RS 2 NTP B[R0S B, HA
MY A T, [0 0 BE S T B H, NTP KSR
BEBEORFFILT 5 ms AYFIDHGEE, PRI, 7] 20K 22
KA FREMZET, AR EA B 1
P, X HFE R AE Hash 8595 19 45 048 75 Fh
Hash J7 2L K 952 . vl LUF 2, it J& MDS ik
J& SHA-1 533, XFOCHER [A]3# Hash J5 Ho[R) 2045 B2 Al
ik 0B I B A 5k W dd A ek A, MR S LR B
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£ Hash AOZ55EAR Y. DO T NTP Bdls oA By
B b, eSS AM T, R Y R )
512 R ASEL, 2RISR 2 512 bit, fif ISR K
AR AR VR BO T AT B . (B2, %5 12K A i) BB s ik
FREBETCRL AR, 8 TR LA 2. F, ke

B B B8N K 5 S  NTP %R EE AR XS PR 25
INUESR/INE 5 24, $2 s SR I RCR AL T 2L
14 JEL .

W 10 F14e 3 8 R xd 5 2858 kb & g —
X Hash iz 521385 5K S04 G T FE A B[R] 264 74317

g
z © MANSNANN, AR VWA
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2 T T W W
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SHA-1_Simple
10 BREEFEA I

#3 ARIEEFERITEL ms
Rk W ZE ¥ifE
JEUANTP 0.3~15 4.976 3
MD5 0.4~17 5.198 0
MD5_Simple 0.4~16 49739
SHA-1 0.4~16 5.224 5
SHA-1_Simple 0.4~16 53619

4ER LA, JC MDS5 FI SHA-1 55 7R I () NTP
FEI I /b, 7E 0.3~15 ms 3, BN 4.976 3 ms. T
T MDS5 Fl SHA-1 5.3 1) NTP, H[F] 251 K #E
AFHE R T4 1~2 ms, BHETE 0.3~17 ms W), H
f, MD5 Z35H MD5_Simple FUFEREN 5.198 0 ms
1 4.973 9 ms, SHA-1 5575 Fl SHA-1_Simple [ FE T
YIES BN 5.224 5 ms F15.361 9 ms. fiFLA, 1T MD5

A ORCEL [ SHA-1 /b, HFEm 2 /b
X SEER AR HEA T Hash Ji5 FORET 5 % 5 2 8di 4k
FRAFERT A 22 05, JRL A [A] 343 #r.

XF 5 B BT S AL CPU BEAT20HT, 2583 R
IS B B A 5 F CPU 24 0.26%, T
T MDS #ik | SHA-1 Bk LM B 5 H CPU
ZI7E 0.3%~0.4%. PRI T4 8 478 2 580 0k R 8 o 2= 36 o
CPU fyfi4H, (R HIHFE IR AU, HRR Bk 24
PEASK. RIS, R S 1 7 o 2% £ 2 A R A P A 05
HRHEAT, ASHB IR S FE 0~20 Kibit/s. 3 i3 B8 A 1 40l
W45 IR 5T 7E UDP W8I0 TG 7, (A5 4% b 3 2 U sl 7
3~4 Mibit/s BF, G531 TIZIREE T S B LS4
PRI 4 frn. 25K fE M 4 IR A LA, HE
NTP 78 5 FRE N IFEIERS LT 10 ms, B GE(E
L THE] 14~20 ms, AR 57 [R] P B 25 57 70 I 246 20
B RIS T S50 6 5. WAk, A B0 T
ST R AR, HAS RN T 5~6 ms.
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RN eSS {E W ZEpR RS
JFHANTP 14.284 0 6.1218
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MD5_Simple 16.4150 7.0757
SHA-1 20.3320 7.9679
SHA-1_Simple 182750 8.006 3

4 ZERGH

ARSCEE X 2R NTP WS 9% 4 KU 5 A UE
PR, i AN TR SR AR T ML [ A e
RN BE AT A, TCI AT HR SR s 2y
SR NTP [ [RGB A . SR M98 R, 5
LB 2 P2 IR NTP W) 0K BE Y%7 9, 1L, SHA-
1 R BRI AL L MDS Sk 2, TR B A Y B
TEABI | [P BE | IR SE A5 R RE S A s B T e, R
BEAATEATE R NTP (1 [R5 R0CR, 16 M 25 3085 B A1
JRy I N % AR BERE R FF LT 10 ms AR 0
JBE, X TFREB G EARVC LR T, NI,
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Research on secure NTP method based on message digest encryption

CHEN Xi, ZANG Wenchi, MA Ming, GONG Hang, SUN Guangfu

(College of Electronic Science and Technology, National University of Defense Technology,
Changsha 410073, China)

Abstract: At present, the network time protocol (NTP) is the main time protocol used for time

synchronization in wired networks. It can achieve a synchronization accuracy of more than ten milliseconds
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in wide area networks and a few milliseconds in local area networks. However, due to the openness of the
protocol, there is no security protection. Under the circumstances, it is extremely vulnerable to network
attacks, which brings potential risks to customers who need high security. The NTP protocol can increase
security strategies to deal with possible security risks. The message digest algorithm 5 (MDS5) and the secure
hash algorithm (SHA-1) message digest algorithm is introduced into the NTP protocol algorithm, which is
effective to verify data integrity and prevent data packets from being tampered with to ensure the security of
time synchronization. Further, for these two types of algorithms, Hash encryption of key data frames of NTP
packets is proposed, which can further improve the security of time synchronization while maintaining good
synchronization accuracy. Experiments have compared the influence of the synchronization effect brought by
the addition of the algorithm. The results show that after the message digest algorithm is added, NTP can still
maintain millisecond-level synchronization performance, which is of great significance to the realization of
the NTP secure time synchronization method.

Keywords: message digest (MD); timestamp; the network time protocol (NTP); offset; delay; anti-tam-

pering

(L#% 64 7)

guidance application, which is an important basis for reliability. However, at present, ordinary users only pay
attention to the accuracy of navigation and positioning, and do not consider the reliability of positioning
results. The airborne of navigation field has high requirements for the reliability of positioning results.
Therefore, this paper studies and analyzes the integrity fault monitoring performance. A clock error
adjustment strategy is proposed, and the effectiveness of the method is verified by simulation, the influence
of interity fault removed and non-removal on positioning accuracy and integrity is given. It is proved that
integrity fault monitoring can ensure the system performance, operation ability and safety performance of

GLS to meet the expected requirements.

Keywords: the GBAS landing system (GLS); precision approach; integrity; clock error; accuracy



